01: Add the URL

Example: https://prod.api.fiservapps.com/reporting/vi1/authorization/search

02: Select the HTTP Methods used in the restful webservices like GET, POST

poST v hupsilprodapifiservapp < | STEP-01

Params  Authorization  Headers (15)  Bodye  Scriptse  Settings
none O form-data O x-www-form-uriedffNed © raw O binary O GraphQL  JSON
1
2
3 fromDate": -*26210801",

STEP - 02 4 ‘tobate": *20210807",
5 limit*: 1,
6 tields": [
7 “Network", STEP-03
8 *ApprovalCode”, -
9 “Amount* , STEP-04 STEP- 05
10 AuthCode®,
11 “0rdNo*
12 .
13 filters": {
14 approvalCodes”: [
15 ‘Approved"
16 .
17 “paymentethods” : [
18 €
19 .
20 “networks": [
2 Master
2 .
23 “types®: [
2 “Purchase”
2 .
26 "siteIDs": [
27 ‘1111111
2 .
29 “authCode" : -*178101°,
Response

03: In the Body section, enter the request Body used to make an API Call

04: The request body format should be raw

05: The request body format should be JSON as well.

06: Go to headers {a} section and click on Bulk Edit {b} as shown and enter the headers in step 07

POST v hupsiprod.apil
Params  Authorization  Headers (15)  Bodys  Scriptse  Settings
Headers 55 Hido auto-generatodliaders
Key Value Description
Cache-Control ®© no-cache
Postman-Token @ <calculated when request is sent>
Content-Type STEP-06{a} @® application/json
Content-Length @ <calculated when request is sent>
Host ® <calculated when request Is sent>
- A Aestmnanimimarana
Response

07: Copy and paste the below headers as shown

Cookies.

o BUKEGit Presets v

STEP - 06 {b}



Content-Type:Application/JsOn
Client-Request-ld:{{ClientRequestid}}
Api-Key:{{key}}

Timestamp:{{time}}
Authorization:{{signature}}

Auth-Token-Type:HMAC

‘ e n o
Reauestratt
STEP-07

08 : Go to Scripts {a} and select Pre-request {b} to Enter the HMAC signhature{c} as follows:

var key = "{{YOUR KEY}}';

var secret = '{{YOUR SECRET}}';

var ClientRequestId = Math.floor((Math.random() * 10000000) + 1);
var time = new Date().getTime(Q);

var method = request.method;

var requestBody = request.data;

var rawSignature = key + ClientRequestId + time + requestBody;

var computedHash = CryptoJS.algo.HMAC.create(CryptoJS.algo.SHAZ256,
secret.toString());

computedHash.update(rawSignature);
computedHash = computedHash.finalize();

var computedHmac = b64encode(computedHash.toString());

postman.setEnvironmentVariable('key', key);




postman.setEnvironmentVariable('time', time);

postman.setEnvironmentVariable('signature', computedHmac);

postman.setEnvironmentVariable('ClientRequestId', ClientRequestId)

function b64encode (input) {

var swaps = ["A","B","C","D","E","F","G","H","I","J","K","L","M",

"NTL,TOM, TP, TQT, R, ST T, U VT W X, Y 2
"a","b","c","d","e","f","g", th L g, kT, L, m T
"n","0","p", g, s U T W X Ty

) ) ) b )

"o, 2m, 3 4 st et 8, e /],
tb, ib = "",
output = "",
i, L;
for (i=0, L = input.length; i < L; i++) {
tb = input.charCodeAt(i).toString(2);
while (tb.length < 8) {
tb = "0"+tb;
3
ib = ib + tb;
while (ib.length >= 6) {
output = output + swaps[parseInt(ib.substring(0,6),2)];

ib = ib.substring(6);

3
if (ib.length == 4) {
tb = ib + "00";

output += swaps[parseInt(tb,2)] + "=";




if (ib.length == 2) {

tb = ib + "0000";

output += swaps[parseInt(tb,2)] +
3

return output;

POST v httpsifprod.apifiservapps.com/reporting/vi/authorization/search
params  Authoriz Body e . /

{1YOUR KEVEE';

var secret = ‘{{YOUR

var Clie uestId =

4 var time = new Dat.

5 var method = resuest.method;

6 var requestBody = request.data

7 var key + C u
var computeddash = Exysts3S.algo.H

STEP-08{b} |5 computecuash.update (ransignature);
0 computedHash = finalize();
11 var computedHnac = bésencode(conputedash. tostring(

+ time + requestBody;

create(Exypte3s.algo.

, secret.toString());

13 pestman.setEnvironmentVariable('key', key);
14 mestman sefFnviTonmentVariahle( tine’ . Time):

09 : Now Click on Send {a} button to see the desired response {b}:

POST ttps:/prod.api.fiservapps.comjreporting/v1/authorization/search
Param thorization  Headers Bodye Scriptse et
Connection ® keep-alive
Content-Type Application/JsOn
Clent-Request-1d

JSON v
10
i

country”: "USA

approva e,
6 RegulatediithFraud®,
10
1 ne

moneyTr
13 EBTS
14 debithe:

oxdNo":

onlineG:

L v STeP -08 )

© e v e

Cookies

szo ffakes [ Save as example oo

STEP-09{a}




